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LAST TIME

• ASLR/PIE

• RELRO

• ROP

.



TODAY

• Running code that is not native

• .NET RE

• Java RE

.



FROM SOURCE CODE TO EXECUTION

• bytecode (non-native code): instructions are interpreted and this 

interpretation goes then to the CPU (knows only machine code)

.

Interpreted code:
Java: java byte-code

C#: Common Intermediate Language (CIL)

Python: .py, python byte-code (fișiere .pyc)

Javascript: .js

Interpreter:
Java: Java VM

C#: Common Language Runtime (CLR) în .NET

Python: python Virtual Machine

Javascript: V8 sau Spider Monkey



FROM SOURCE CODE TO EXECUTION

• bytecode (non-native code): instructions are interpreted and this 

interpretation goes then to the CPU (knows only machine code)

• in principle, things are slower

• JIT compilation (Just-In-Time compilation) helps a lot

.



WHO CARES? (ALMOST) EVERYONE

https://pypl.github.io/PYPL.html



BYTECODE WHICH IS COMPILED

• bundles exist, packages that contain

• bytecode (intermediate language)

• configuration

• dependencies

• interpreter

• for python:

• py2exe

• pyinstaller

• if you can package it, you can unpackage it

• decompyle3

https://www.py2exe.org/

https://pyinstaller.org/en/stable/

https://github.com/rocky/python-decompile3



JAVA EXAMPLE

• the code

.



JAVA EXAMPLE

• the hexeditor view

.



JAVA EXAMPLE

• the reversed engineered code

.



JAVA IN APK

• Android Application Package

https://apkpure.com/java-android/com.java_androids.javaandroid/download



C# EXAMPLE

• the code

.



C# EXAMPLE

• the reversed engineered code

.



TOOLS TO “DECOMPILE”

• in the lab session you will use:

• Bytecode Viewer

• dnSpy

• CFF Explorer

.



WHAT WE DID TODAY

• .NET RE

• Java RE

.



NEXT TIME ...

• RE review

• anti-RE mechanisms

• modern RE

• no lab session, come for feedback or if you have questions

.



• Java bytecode reverse engineering, 
https://resources.infosecinstitute.com/topic/java-bytecode-reverse-
engineering/

• Bytecode Obfuscation, https://owasp.org/www-
community/controls/Bytecode_obfuscation

• Thwart Reverse Engineering of Your Visual Basic .NET or C# Code, 
https://learn.microsoft.com/en-us/archive/msdn-
magazine/2003/november/thwart-reverse-engineering-of-your-visual-basic-
net-or-csharp-code

• Java and Java Virtual Machine security vulnerabilities and their exploitation 
techniques, https://www.blackhat.com/presentations/bh-asia-02/LSD/bh-
asia-02-lsd-article.pdf (and older reference, talks about the details of 
executing java bytecode: class loader, bytecode verifier, security manager)

.

REFERENCES

https://resources.infosecinstitute.com/topic/java-bytecode-reverse-engineering/
https://resources.infosecinstitute.com/topic/java-bytecode-reverse-engineering/
https://owasp.org/www-community/controls/Bytecode_obfuscation
https://owasp.org/www-community/controls/Bytecode_obfuscation
https://learn.microsoft.com/en-us/archive/msdn-magazine/2003/november/thwart-reverse-engineering-of-your-visual-basic-net-or-csharp-code
https://learn.microsoft.com/en-us/archive/msdn-magazine/2003/november/thwart-reverse-engineering-of-your-visual-basic-net-or-csharp-code
https://learn.microsoft.com/en-us/archive/msdn-magazine/2003/november/thwart-reverse-engineering-of-your-visual-basic-net-or-csharp-code
https://www.blackhat.com/presentations/bh-asia-02/LSD/bh-asia-02-lsd-article.pdf
https://www.blackhat.com/presentations/bh-asia-02/LSD/bh-asia-02-lsd-article.pdf


.


	Slide 1: Reverse Engineering – Class 0x07 
	Slide 2: Last time
	Slide 3: today
	Slide 4: From source code to execution
	Slide 5: From source code to execution
	Slide 6: Who cares? (almost) everyone
	Slide 7: Bytecode which is compiled
	Slide 8: Java example
	Slide 9: Java example
	Slide 10: Java example
	Slide 11: Java in apk
	Slide 12: C# example
	Slide 13: C# example
	Slide 14: Tools to “decompile”
	Slide 15: What we did today
	Slide 16: Next time ...
	Slide 17: references
	Slide 18

