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FROM SOURCE CODE TO EXECUTION

 bytecode (non-native code): instructions are interpreted and this
Interpretation goes then to the CPU (knows only machine code)
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Interpreted code:

Java: java byte-code

C#: Common Intermediate Language (CIL)
Python: .py, python byte-code (fisiere .pyc)
Javascript: .js

Interpreter:

Java: Java VM

C#: Common Language Runtime (CLR) in .NET
Python: python Virtual Machine

Javascript: V8 sau Spider Monkey




FROM SOURCE CODE TO EXECUTION

 Dbytecode (non-native code): instructions are interpreted and this
interpretation goes then to the CPU (knows only machine code)

* in principle, things are slower

« JIT compilation (Just-In-Time compilation) helps a lot
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WHO CARES? (ALMOST) EVERYONE

Worldwide Apr 2023 compared to a year ago:

Rank Change Language Share Trend
1 Fython 2743 % -0.8 %
2 Jawva 16.41 % 1.7 %
3 JavaSscript 9.57 % +0.3 %
4 C# 5.9 % -0.3 %
2 CIC+H+ 6.65 % -0.5 %
B FHF 217 % -0.5 %
7 (= 422 % -0.4 %
8 TypeScript 289 % +0.5 %
9 I Swift 231 % +0.2 %
10 4 Objective-C 2.09 % -0.1 %
11 P Fust 2.08 % +0.9 %
12 I E]u] 1.92 % +0.5 %
13 e katlin 1.83 % +0.2 %
14 NP P hlatiab 1.73 % -0.2 %

https://pypl.github.io/PYPL.html



BYTECODE WHICH IS COMPILED

 bundles exist, packages that contain

bytecode (intermediate language)
configuration

dependencies

Interpreter

« for python:

*  py2exe
* pyinstaller

* if you can package it, you can unpackage it

« decompyle3

https://www.py2exe.org/
https://pyinstaller.org/en/stable/
https://github.com/rocky/python-decompile3




JAVA EXAMPLE

« thecode

1
2=public class Helloworld {

<N i)

= public static long gcd(long a, long b){

5 long factor= Math.min(a, b);

6=  for(long loop= factor;loop > 1;loop--){

76 if(a % loop == 0 && b % loop == 0){

8 return loop;

}
10 }
11 return 1;
12}
13
14
158 public static void main(String([] args) {
16 // Prints "Hello, World" to the terminal window.
17 System.out.printin("Hello, World");
18 }




JAVA EXAMPLE

« the hexeditor view

00000600 ca fe ba be 0@ 00 00 37 00 25 Ga 00 07 00 13 @a |....... T.%...... |
0oooee10 ©0 14 00 15 09 00 16 @0 17 08 0O 18 Oa 00 19 00 |................ |
00000020 la 07 00 1b 67 00 1c 61 00 06 3c 69 6e 69 74 3e |.......... <init=|
00000030 ©1 00 03 28 29 56 01 00 04 43 6f 64 65 01 00 6Ff |...()V...Code...

|
00PORO40 4c 69 6e 65 4e 75 6d 62 65 72 54 61 62 6¢c 65 01 |LineNumberTable. |
000P0E50 00 03 67 63 64 01 00 5 28 4a 4a 29 4a 01 00 6d |..gcd...(JJ)J...|
00POPO6O 53 74 61 63 6b 4d 61 70 54 61 62 6c 65 01 00 04 |StackMapTable...|
00000070 6d 61 69 6e 01 00 16 28 5b 4c 6a 61 76 61 2f 6c |main...([Ljava/l|
0poooe8O 61 be 67 27 53 74 72 69 6e 67 3b 29 56 01 00 Ba |ang/String;)V...|
opoeee9e 53 BT 75 72 63 65 46 69 6C 65 01 00 OFf 48 65 6Cc |SourceFile...Hel|
000eBBad 6c 6f 57 6f 72 6Cc 64 2e 6Ga 61 76 61 Oc 00 08 6@ |lowWorld.java....|
000EEEbe ©9 87 00 1d Bc 00 le GO ©d B7 60 1f 6C 00 20 GO |.......c.cu..n. «|
POPOROCO 21 B1 00 OCc 48 65 6c 6c 6 2c 20 57 6f 72 6¢c 64 |!...Hello, World
0OPOROdO 07 00 22 Oc 00 23 00 24 01 00 Ba 48 65 6¢ 6¢c 6f |.."..#.%...Hello|
pP00ERed 57 6f 72 6¢c 64 01 00 10 6a 61 76 61 2f 6¢c 61 6e |World...java/lan|
oopoeefo 67 2f 4f 62 6a 65 63 74 01 00 Be 6a 61 76 61 2f |g/Object...java/|
pePOP100 6C 61 6e 67 2f 4d 61 74 68 01 0@ O3 6d 69 6e 01 |lang/Math...min.|
0ooOe110 00 10 6a 61 76 61 2f 6c 61 6e 67 2f 53 79 73 74 |..java/lang/Syst|
00008120 65 6d 01 00 83 6T 75 74 01 00 15 4c 6a 61 76 61 |em...out...Ljava|
0poee130 2T B9 6T 27 50 72 69 6e 74 53 74 72 65 61 6d 3b |/io/PrintStream; |
000Ee140 ©1 00 13 6a 61 76 61 2f 69 &6f 2f 50 72 69 6e 74 |...java/io/Print|
00000150 53 74 72 65 61 6d 01 60 ©7 70 72 69 be 74 6c be |Stream...println|
0PEEO160 ©01 @0 15 28 4c 6a 61 76 61 2f 6¢C 61 6e 67 2f 53 |...(Ljava/lang/S|
POPOR170 74 72 69 6e 67 3b 29 56 00 21 00 06 00 07 00 00 |tring;)V.!...... |
0OPOP180 0O 0O 0O O3 00 01 0O OB 0O 09 0O 01 60 Ba 00 OO |......covuvuiunn |
0OPOR190 0O 1d 00 01 0O 01 0O GO 0O O5 2a b7 00 01 bl 00 |.......... e |
00POR1a0 OO 0O 01 0O Ob 00 0O OP 06 0O 01 OO 00 00 02 00 |......ccvvuvrians |
000001b0 69 0O Oc 00 6d 00 01 60 Oa 0O 0O 00 6T 00 04 00 |............ 0...|
000081lcO 08 00 00 00 32 le 20 b8 00 02 37 04 16 064 37 06 |....2. ...7...7.|
000001d0 16 06 Ba 94 9e 00 21 le 16 06 71 09 94 9a 00 OF |...... lo..g..... |
00oeBled 20 16 06 71 09 94 93 60 ©O6 16 06 ad 16 66 @a 65 | ..Q........... el
0epee1fe 37 86 a7 ff de Ba ad G0 OO0 00 02 60 Bb 60 00 60 |7..... .0 iinnnn |
00000200 1a OO 06 OO OO OO0 05 00 ©O7 00 06 00 12 60 07 00 |...... .0 iinann |
00EOO210 24 00 08 00 27 00 06 00 30 PO Ob 00 Ge 00 00 00 |$...'...0....... |
00p0P220 Ob 00 03 fd 00 Ob 04 04 1b fa 00 08 60 09 00 OF |................ |
0OPOR230 0O 10 00 01 00 0a 0O OO 00 25 00 02 60 01 00 GO |......... Heinnn |
00POR240 0O 09 b2 00 03 12 04 b6 00 85 bl 00 60 00 01 00 |......cc0vivriann |
00PEO250 ©Ob 00 00 0O Ga 00 02 @0 00 6O 11 0O 08 00 12 0 |.........o.....n |
00OEA260 ©1 6O 11 60 0O 00 02 B0 12 PP, |
000008269




JAVA EXAMPLE

 thereversed engineered code

1
2=public class HelloWorld {

4= public static long gcd(long a, long b){

S long factor= Math.min(a, b);

6=  for(long loop= factor;loop > 1;loop--){
£ if(a % loop == 0 && b % loop == 0){
8 return loop;

}
10 }
11 return 1;
12 [}
13
14
158 public static void main(String[] args) {
16 / Prints "Hello, World" to the terminal window.
17 System.out.println("Hello, World");
18 }
1
20 }

public class HellowWorld
e{
= public static long gcd(long paramLongl, long paramLong2) {

5 long 11 = Math.min(paramLongl, paramLong2); long 12;

68 for (12 = 11; 12 > 1L; 12--) {

76 if (paramLongl % 12 == OL && paramLong2 % 12 == OL) {
8 return 12;

}
}
11 return 1L;
}

17 public static void main(String[] paramArray0OfString) { System.out.println("Hello, World"); }
}




JAVA IN APK

 Android Application Package

. Bytecode Viewer 2.9.22 - https://bytecodeviewer.com | https:/fthe.bytecode.club - @Ko

File View Settings Plugins

Files Work Space

¢ 1y android.apk com/flareon/flare/MainActivity.class x

o= # Decoded Resources
o [ lib

L META-NF

?

ﬂ
[1e]
]

| anim
=5l color

| colorvll
_| drawable
_| drawable-hdpiv4
—| drawable-ldrtl-hdpi-wv4
_| drawable-ldrtl-mdpi-v4

| drawable-ldrtl-xhdpi-v4

_| drawable-drtlsothdpiva

| drawable-ldrtlseothdpivd

TeePTYTYTYTYTYPYR

https://apkpure.com/java-android/com.java_androids.javaandroid/download

- Rsid.class 14 super.onCreate (bundle);
= - 15 this.setContentView(2130968601);
R$integer.class 16 }
= R§layout.class 17
= R$menu.class 186 public void validateEmail (final View view) {
=/ R$mipmap.class 19 final Intent intent = new Intent((Context)this, (Class)validateActivity.class);
= | Rystring.class 20 intent.putExtra(“com.flare_on.flare MESSAGE", ((EditText)this.findViewById (213149294
~/| R§style.class 21 this.startActivity(intent);
='| R§styleable.class 22
= R.class 23 }
= ValidateActivity.class 24

¢ 8 android
¢ 8 support b4 I b o | ||:|Exact
o i annotation Procyon Decompiler - Editable: true i
o v 1 package com.flareon.flare; al
o= g v7 2
¢ £ com SEimport android.support.v7.app.*:
¢ f8 flareon 4 import android.os.*;
¢ i flare S dimport android.view.*;
= BuildConfig.class 6 import android.content.*:
= |MainActivity class 7 import android.widget *;
= R$anim.class B
=| R§attr.class 9 public class MainActivity extends ActionBarActivity
='| R$bool.class 1oE{ . . . .
= R§color.class 11 public static final String EXTRA_MESSAGE = “com.flare_on.flare MESSAGE";
o i 12
= E:gg\i:&fifus 135 protected void onCreate(final Bundle bundle) {




C# EXAMPLE

« the code

public Forml()

{
InitializeComponent();
string user = Envlronment.Userhlame;
if (DateTime.Mow.Hour < 127

1

lblareeting.Text = "Good Morning ™ + user;
¥
alse if (DateTime.MNow.Hour < 160
1

1blGreeting.Text = "Good Afternocon ™ + user;
¥
else
1

lblGreeting.Text = "Good Ewvening ™ + user;
¥




# EXAMPLE

 thereversed engineered code

4 - Jssmpleapp  (NET <) w80 Forml | * -
4 - Samplefpp, exe -

.3 Refer & [clnamespace Samplelpp
{} <Defauk namespace> 8= public class Forml : Form
A {} sampled = :
I X*Fl i I il privacte IContainer componencs;
4 “Tf Forml .
i Base Types 12 private Label 1blGreeting:
A H Lt
Derived Types ]
N b 14 [ public Formi ()
g components | IContaimer 15 1

|biGrEating - | =bal 16
o ooy ¢ Wold ol

#* Dizpose(Baokean) @ Yol 1 {

&% TritigizeComponent() : 20 thig.lblGreeting.Text = string.Concat {"Good Morning ®, user):
21 FETUEn:
A% Program 22 )
{} Sampledpp.Propesties 23 if (DateTime.Now.Hour < 1)
Resources 24 {
25 this.lblGreseting.Text = atring.Concat ({"Good Afterncon ", user);
- return;
this.lblGreeting.Text = string.Concat ("Good Evening ", user):
311 M protected averride woid Disposze (bool disposing)|. - -
4 » o
40 H privare W i TnitializeComponen |:]|...'
Assembly N SampleApp, . .
Version=1.0.0.0, = e [
Culture=neutral, ;Z L7
PublicKeyToken=null - o ) _—
&2 Expand All Members ¥

Namespace Sampladpp -




TOOLS TO “DECOMPILE”

In the lab session you will use:

Bytecode Viewer
dnSpy

CFF Explorer




WHAT WE DID TODAY

« .NETRE

« Java RE




NEXT TIME ...

* RE review
 anti-RE mechanisms
* modern RE

 no lab session, come for feedback or if you have questions




REFERENCES

* Java bytecode reverse engineering,
https://resources.infosecinstitute.com/topic/java-bytecode-reverse-
engineering/

* Bytecode Obfuscation, https://owasp.org/www-
community/controls/Bytecode obfuscation

 Thwart Reverse Engineering of Your Visual Basic .NET or C# Code,
https://learn.microsoft.com/en-us/archive/msdn-
magazine/2003/november/thwart-reverse-engineering-of-your-visual-basic-
net-or-csharp-code

e Java and Java Virtual Machine security vulnerabilities and their exploitation
techniques, https://www.blackhat.com/presentations/bh-asia-02/LSD/bh-
asia-02-Isd-article.pdf (and older reference, talks about the details of
executing java bytecode: class loader, bytecode verifier, security manager)



https://resources.infosecinstitute.com/topic/java-bytecode-reverse-engineering/
https://resources.infosecinstitute.com/topic/java-bytecode-reverse-engineering/
https://owasp.org/www-community/controls/Bytecode_obfuscation
https://owasp.org/www-community/controls/Bytecode_obfuscation
https://learn.microsoft.com/en-us/archive/msdn-magazine/2003/november/thwart-reverse-engineering-of-your-visual-basic-net-or-csharp-code
https://learn.microsoft.com/en-us/archive/msdn-magazine/2003/november/thwart-reverse-engineering-of-your-visual-basic-net-or-csharp-code
https://learn.microsoft.com/en-us/archive/msdn-magazine/2003/november/thwart-reverse-engineering-of-your-visual-basic-net-or-csharp-code
https://www.blackhat.com/presentations/bh-asia-02/LSD/bh-asia-02-lsd-article.pdf
https://www.blackhat.com/presentations/bh-asia-02/LSD/bh-asia-02-lsd-article.pdf
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